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Abstract—The rapid development of electronic exchange of
digital information increases the importance of information
security in storage and transmission of data on public
communication network. Cryptography has emerged as a
solution that plays a key role in the security of information
against malicious attacks. There are various cipher techniques in
cryptography, such as monoalphabetic cipher, polyalphabetic
cipher, etc. to support data confidentiality as security
mechanisms. They are methods of enveloping plain text message
into cipher text protecting it from adversaries. The process of
encryption of alphabets is the converting original message into
non readable form. The Vigenére cipher is one of the most
common basic cipher techniques. It is a polyalphabetic cipher
technique which uses the Vigenére table for the process of
enveloping English alphabets. But Vigenére cipher is longer
vulnerable to Kasiski and Friedman attacks based on letter
frequency analysis. Thus, in this paper we propose a
polyalphabetic cipher that is a new encryption and decryption
technique with diffusion and confusion properties based on the
concept of the complex cipher used by combining of Vigenére
cipher with Affine cipher for the increase of data security in data
storage and transmission on public communication networks.
Then, our proposed technique is extended by designing based on
Myanmar alphabet characters for the increase of data security
for Myanmar language. This cipher technique transforms the
plain text message in Myanmar alphabet characters into the
cipher text in Myanmar alphabet characters using the key in
Myanmar alphabet characters.

Keywords-  Affine  cipher;  monoalphabetic
polyalphabetic cipher; Vigenére cipher; Myanmar alphabets

cipher;

I. INTRODUCTION

Cryptography is the study how to make a secret code. A
cipher is a method of concealing that plain text is transformed
into cipher text. The procedure of encoding plain text into
cipher text is defined as encipherment or encryption; the
procedure of decoding cipher text into plain text is defined as
decipherment or decryption. Both encipherment and
decipherment are controlled by cryptographic keys as shown in
Fig. 1.

There are two kinds of basic ciphers: transpositions and
substitutions. A transposition cipher changes the location of the
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elements. An element in the first place of the plain text may
come out in the tenth place of the cipher text. An element in the
eight place of the plain text may come out in the first place of
the cipher text. In other words, a transposition cipher reorders
(transposes) the elements. There are two methods for
permutation of elements. In the first method, the element is
written into a table column by column and then transmitted row
by row. In the second method, the element is written into a
table row by row and then transmitted column by column. Rail-
fence cipher, Route cipher, Columnar cipher, Transposition
using Matrix and Double transposition are popular
transposition ciphers.

encryption

plain text key

‘ text
com

Figure 1. Secret Writing

A cipher Replacement replaces one element with another. If
the elements in the plain text are alphabet characters, one
character is replaced by another. Chips can be grouped into
monoalphabetic chips and polyalphabetic chips. In
monoalphabetic replacement, an element (or a symbol ) in the
plain text is always altered to the same element ( or a symbol )
in the cipher text without taking into account its position in the
text. In monoalphabetic replacement, the mapping between an
element in the plain text to an element in the cipher text is
always one by one. In polyalphabetic replacement, each
occurrence of an element may have a different substitute. The
mapping between an element in the plain text to an element in
the cipher text is one-to-many. Additive cipher, Shift cipher,
Caesar cipher, Multiplicative cipher and Affine cipher are
popular monoalphabetic ciphers and Vigenére cipher, Autokey
cipher, Playfair cipher, Beaufort cipher, Running key cipher,
Porta cipher, Hill cipher, One-Time pad and Rotor cipher are
popular polyalphabetic ciphers.

Modern ciphers have two key characteristics: diffusion and
confusion. The diffusion concept must hide the correlation
between the text of the chip and the plain text. This will
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frustrate the adversary who uses the cipher text statistics to find
the plain text. The confusion concept is to hide the correlation
between the cipher text and the key. This will frustrate the
opponent who attempts to find the key using the cipher text.
Diffusion and confusion can be achieved through Shannon’s
concept of a complex cipher known as a product cipher [3].
The capability of the cryptographic cipher technique depends
upon the fact that how complex it is to be broken down by a
cryptanalyst.

The cipher Vigenére is the most popular of the cipher
techniques. It is a polyalphabet chip technique which uses the
Vigenere table to encrypt and decrypt alphabets. As the
Vigenére cipher does not have the properties of diffusion and
confusion, it is longer vulnerable to Kasiski and Friedman
attacks based on letter frequency analysis. Thus, in this paper
we propose a polyalphabetic cipher that is a new encryption
and decryption technique with diffusion and confusion
properties based on the concept of the complex cipher used by
combining of Vigenere cipher with Affine cipher for the
increase of data security in data storage and transmission on
public communication networks.

The purpose of this paper is to overcome the weaknesses of
the Vigenere cipher and to extend our proposed technique by
using Myanmar alphabet characters. The structure of this paper
is as follows. The section 2 includes general knowledge of
ployalphabetic cipher technique and its advantages. In section
3, we discuss Vigenere cipher technique and its weakness. The
section 4 includes monoalphabetc ciphers such as additive
cipher, multiplicative cipher and Affine cipher used to combine
with our proposed technique. In section 5, we discuss our
proposed technique. The section 6 extends our proposed
technique by using Myanmar alphabet characters. Finally, in
the section 7 we conclude our paper.

II.  POLYALPHABETIC CIPHER TECHNIQUES

Around 1467, the Florentine architect Alberti innovated
polyalphabetic ciphers [4]. He designed a cipher disk with a
larger outer and smaller inner wheel, indexed by plaintext and
ciphertext elements accordingly. Character arrangements made
an easy replacement by rotating the disk. The German monk
Trithemius published the first printed book on cryptography in
1518 [4], which contains a 24-elements square table listing all
shift substitutions for a fixed arrangement of English alphabets.
In 1553, Belaso suggested that the key should be easily varried
to design the fixed alphabetic substitutions in a polyalphabetic
substitution [4]. Polyalphabetic ciphers can hide the occurrence
of the letter in the basic language. However, traditional
polyalphabetic ciphers are not much harder to cryptanalyze; the
traditional approaches are similar to the simple substitution
cipher. Actually, when the block length can be determined, the
cipher text elements can be divided into classes (where the
class consists of those cipher text elements derived using
permutation), and a frequency analysis can be done on each
class [4].

A simple replacement cipher has a single mapping of the
plaintext element onto cipher text elements. A more complex
alternative is to use different substitution mappings (called
multiple elements) on various portions of the plaint ext. This

leads to so-called polyalphabet replacement. In the simplest
case, the different elements are sequentially used and repeated
so that the position of each plain text element in the source
string determines which mapping is applied. Under different
elements, the same plain text element is thus encrypted to
different cipher text elements, preventing simple frequency
analysis as per monoalphabetic substitution. Therefore,
polyalphabetic cipher techniques make the message more
secure as compared to various other techniques.

Generally, to create a polyalphabetic cipher, each ciphertext
element is made on the basis of the corresponding plaintext
element and the position of the plaintext element in the
message. This implies that the key ought to be a stream of
subkeys, in which each subkey element relies somehow on the
position of the character that uses that subkey for
encipherment. In other words, a polyalphabetic cipher needs to
have a key stream ( k =k;,k,,ks,...) in which k; is used to

encipher the i element in the plain text to create the i”
element in the cipher text [3].

III. VIGENERE CIPHER

An interesting type of polyalphabetic cipher was designed
by Blaise de Vigenére, a French mathematician from the 16"
century. It was referred to as Vigenere cipher. It was the most
common cipher in the ancient times because of its simplicity
and resistance to the frequency analysis test of letters that could
crack simple ciphers such as Caesar [4].

A. Encryption and Decryption

In Vigenére cipher a table of English alphabets is used for
both encryption and decryption, termed as tabula recta,
Vigenere square, or Vigenére table. In the table 26 English
alphabets are alphabetically written out in different rows; each
alphabet is shifted cyclically to the left row by row.

Each cipher element is denoted by a key element, which is
the cipher text element that substitutes for the plain text
element. Each of the 26 cipher elements is laid out
horizontally, with the key element for each cipher element to
itself. The Vigenére table is as shown in Fig. 2.

The cipher uses a different element from one of the rows of
the Vigenere table at various points in the encryption or
decryption processes. The element used depends on a repeating
key stream at every point. In order to encrypt a message or
plain text, the user should chose a key stream if the key stream
length is equal to the plain text length. The cipher text element
is at the intersection of the row labeled ‘P’ and the column
labeled ‘Q’ for a given key element ‘P’ and the plain text
element ‘Q’; in which case the cipher text element is ‘F’.
Decryption is just as simple. The key element identifies the
row again. The cipher text element’s position in that row
determines the column and plaintext element is at the top of the
column [3].

The plain text, for example, is: “ATTACKOFFICE”. The
message sender selects a key stream and repeats it until its
length matches with the length of the plaintext, e.g. the key
“KING”, then the key stream is: “KINGKINGKING”.
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The first element of the plaintext for encryption is ‘A’,
which can be encrypted using the element in row ‘K’, which is
the first element of the selected key stream. The cipher element
is the intersection of the row ‘K’ and column ‘A’ of the
Vigeneére square, where the ‘K’ is, and the rest of the plain text
elements will continue in this way. The cipher text for the
chosen plaintext will be “KBGGMSBLPQPK”.

Select the row based on the key element for decryption and
find the position of the cipher text element in that row, and use
the corresponding column label as plaintext. The corresponding
cipher letter ‘K’ appears in column ‘A’ in the row ‘K’
identified by the first element of the key stream and the column
label ‘A’ is the first element of the plaintext. Next we go to the
‘I’ row from the key stream, locate the cipher text ‘B’ which is
in the “T” column, so ‘T’ is the second plaintext. In this way,
the rest of the cipher text continues. The plain text for the
cipher text “KBGGMSBLPQPK” will be “ATTACKOFFICE”.

—|z|a|n|m[o|n|(m|r|n|<|x|[s|<|c|d|w|=|o|v|o|z|[Z|~]|x]|-|-
—|=|z|a|n|m|o|n]|=|m|N|<|(x|E|<|c|d|w|=|p|v|o|2|2]|-|=|=
=|=|=|T|o||m|o|n|=|p|N|<|x|S|<|c|d|w|m|p|w|o|2]|2|~|—
ml=[=]|=]z{o|[n|m|e|n|m|r|~|<|x|s|<|c|4]|w|=|o]|=]|o|z|z|z
ZSir(=x|=|=-|z|a|n|m|[o|n|=|p|Nn|<|x|s|<|c|-|w|=|o]|o|o|z|z
zZ|2|-|=|=|-|z|o|n|m|o|n|e e |N|<|x|S|<|c|d|w|=|p]|v|o|o
olz|2|~|x|-|-|=|[a|n|m|o|n|e|p|Nn|<|x|g|<|c|[-|w|=|o|v|w
vjo|z|B|-|x|=|=|z|[a|n|m|o|n|z|s|Nnj<|x|S|<|c|A|w|=|o|o
ololo|z|2|-|=|=|-|z|o|n|m|o|n|= | |N|[<[x|g|<|c|d|w|n|=
m|pfv|lo|z|2|~|x|-|-|z|a|n|mlo|o|n|s|~N|<|x|[g|<|c|—]|n|w
wlz|plelo|z|E|-|x|-|-|=|a|n|m|e|n|=|=|~n|<|{x]|2|<|c]|~]~
“|w|z|p|v|o|z|B]|-|=|=|-|T|o|7|m|o|a|=|k|N|<|x|S|<|c|c
cl=|w|zm|o|v|lolz|2|~|=|-|-|z|la|r|mo|n|e|s|(~|<|x|s|<|<
<lc|-d|w|=m|o|w|o|z|2|-|x|-|-|z=|o|nm|o|n|e|e|N<|x|S |

nl<[x[g]c[c]]w]=[o]=]c]z]z]~[zx]-]-[z]a][n[n]o]n]=[=
Ni<|x |2 |<|c|d|w|z|o|v|o|z|E|r|x|=|=|z|a|n|m|o|n|=|=|=
BN [x|E|<|c|d|ew|=p|e|o|z|Z2|-|=x|-|-|T|a|[r|m|o|n|=|=
m(e|N[<|x|g|<|c|~|w|m|o|v|oz|2|~|=|-|-|=|[a|n|m|o|n|n
nlm(p|n<|x|g|<|c|d|w]=|o|=]|e|z|z|-|[x]|-|-|z]|a|n|m]|=|o
Oln|e|e|N|(<|[x|S|<|c|d|w|=|jp|v|o|z|2|-|=|-|-|T|a|n|m|m
mo|n|e|p|N|<|x|S|<|c|d|w|mo|s|o|z|2|~|=x|[-|-|T|a|n|m
nmlo|ale(x|n]<[x[g]<|c|~ e[| =]clz]z][~[x][-][-[z]o]a
o|n|m|o|a|e|E|N|<|x|g|<|c|d|w|=|p|e|oc|z (B~ |=|-|-|=|T
I|n|n|mo|n|m|p|N|<|x|S|(<|c|=|w|a|p|v|o|z|2|~|=]|-|-|—-
sl<|c||w|=|p|v|e|z|B|~|x|-|=|T | |n|m|O|n|=|=|~N]|<]|x|x
x|E|l<|c|d|w|=|o|z|oz|E|~|x|-|-|T|o|n|m|o|n|=|p|~n|<|<
< (% |g|<|c|d|w|=m|o|w|o|z|B|~|x|-|—|T|a|n|m|[o|n|m|s|~|N

Figure 2. Vigencre table

B. Algebraic Description

Cipher Vigeneére can be viewed algebraically. If the letters
‘A’ to ‘Z’ are taken to be the numbers ‘0’ to ‘25°, and addition
is performed modulo 26, then Vigenére encryption £ can be
written using the key K,

C; = Ex(P) = (P +k;)mod 26 (D

and decryption D using the key K ,

P, =Dy (C;)=(C, —k;)mod 26 )

Where as P =P, P,,..., P,is the plain text, C = C}, C,,...,C, is
the cipher text and K =[(k;,k,,....k,,), (k| kyseeis k) k) ]
is the used key. Vigenére cipher can also be seen as
combination of n additive ciphers. Thus using the previous
example, encryption and decryption processes of Vigenere

cipher are algebraically demonstrated using equation (1) and
equation (2) in Fig. 3.

Encryption
Plain A T T A C K o F F 1 C E
Text
P’s 0 19 19 0 2 10 14 5 5 8 2 4

value
Key | 10 8 13 6 10 8 13 6 10 8 13 6
C’s 10 1 6 6 12 18 1 11 15 16 15 10
value
Ciph | K B G G | M S B L P Q P K
er
Text

C’s 10 1 6 6 12 18 1 11 15 16 15 10
value

Key | 10 8 13 6 10 8 13 6 10 8 13 6
P’s 0 19 19 0 2 10 14 5 5 8 2 4
value
Plain | A T T A C K (o] F F I C E

Text

Figure 3. Algebraic Computing of Vigenére cipher

C. Cryptanalysis

Like all polyalphabetic ciphers, the design of Vigenére
cipher is to conceal plain text letter occurrences which are
contained in the basic application of frequency analysis. At
different points in the message, the Vigenére cipher can
encrypt each plain text element as different cipher text
elements, defeating simple frequency analysis.

The key flaw of the Vigenére chip is the reproduction of the
key. If a cryptanalyst correctly estimates the key length, the
chip text can be broken easily. The Kasiski and Friedman tests
can help determine the length of the key.

Kasiski Test began with Riedrich Kasiski in 1863 [4]. The
cryptanalyst looks for frequent text pieces of at least three
characters in the cipher text in Kasiski test. The distances
between successive occurrences of the text chunks are likely to
be multiples of the length of the keyword. Finding more
frequent text chunks narrows down the possible lengths of the
keyword, since we can compute the greatest common divisor of
all the distances. The key length is the multiple of the greatest
common divisor.

Friedman Test began with William Friedmanis in 1925 [4].
It is a statistical test that can be used to determine whether the
chip text comes from a monoalphabetic or polyalphabetic chip.
This technique uses the index of coincidence, to measure the
inequality of the cipher letter occurrences. By knowing
K , (probability that any two randomly chosen source-language

same, in case of  English

25 o .. ..
K,= Zi:O pi© =0.067 , piis the probability that both the

letters are the

alphabets are i.) and K, (probability of a coincidence for a

uniform random selection from the alphabet, in case of English
K, =1/26), the estimated key length (/) can be solved by

equation (3).

K,-K,
|=——— 3)
K,-K,
Where K, (observed coincidence rate) is
ZC n;(n; —1)
, === where cis the size of the alphabet (26
N(N-1)
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for English), N is the length of the text, and n,to n,are the
observed cipher text letter frequencies.

IV. MODIFIED APPROACHES

Researchers suggested various modified approaches to
improve the security of the Vigenére cipher as it was not secure
over the years.

Kester (2012) proposed a Vigenére-based cryptosystem
with a varying key [10]. This method was used to generate
consecutive keys based on the initial key value used during the
encryption process. The key was changed in the encryption
process. The first step key was different from the second step
key due to the first step function. The function was used to
generate the key for the next encryption stage in subsequent
stages. The decryption process was expected to take place
abnormally due to the arbitrary generation of encryption keys
for encryption, which might not result in the expected result.

Khalid (2012) proposed an alpha-qwerty cipher extending
to the cipher Vigenére [6]. This method redesigned the
Vigenére table to consist of 92 characters instead of 26 English
alphabets. It then became a ninety-two by ninety-two matrix to
improve the Vigenére table. It provided a larger set of character
that allowed more message variants to be encrypted.

Kester (2013) proposed a Vigenére cipher-based hybrid
cryptosystem with columnary transposition cipher [11]. This
method used columnary transposition cipher to scramble a
plaintext, which was then used as the key to the Vigenére
cipher encryption process.

Omolara et al.,, (2014) proposed a hybrid cryptosystem
based on Caesar cipher and Vigenére cipher for secure data
communication [9]. A character key and a digit key were used
for the encryption process. A Caesar cipher was performed on
the character key using the shift of the digit key. Vigenére
cipher is then performed on the plaintext using the new key.
The binary equivalent of the text generated is then operated
exclusively or with the digit key binary to generate the final
ciphertext.

Nishith and Kishore (2014) proposed a method to improve
the Vigenere cipher security by double columnar transposition
[8]. This method used the Vigenére chip on a plaintext before
using columnar transposition twice to transform the text
further. When competing with the Vigeneére chip, the
computational complexity was increased.

Ali and Sarhan (2014) suggested an advanced encryption
algorithm to improve the Vigenere cipher security [5]. This
method combined Vigenére cipher with a current chip like
stream cipher. Stream cipher is reasonably considered to be a
resistant method and uses binary form instead of characters in
which the plaintext, ciphertext and the key are bit streams.

Ashish Shah (2016) proposed an encryption scheme to
improve the Vigenére cipher security [1]. This method
transformed Vigenére cipher into a product cipher by
combining two encryption schemes methodically: RC4 and
Vigenere are re-designed.

Mandal and Deepti (2016) proposed a multi-level
encryption scheme for Vigenére cipher to improve
cryptanalysis security [12]. This method selected the same
fixed length of plain text and key and used it in Vigenére table
to obtain a new text. The new text was used as a new key.
Using the new key the cipher text was transformed more and
sends the final cipher text to the receiver. At last the receiver
does the decryption in reverse way.

Subandi et al., (2017) developed the three-pass protocol
using Vigenere cipher with modification of keystream
generator [2]. This method changed the key on Vigenére
Cipher. Consequently, if the key length was smaller than the
input plaintext length, the key would be generated by a process,
so the next key nature would be different from the previous key
nature. This method used three-pass protocol, in which
message sender does not need to send the key, since each uses
its own key for the message encryption and decryption
processes, so protecting a message would be more complicated
to solved.

V. MONOALPHABETIC CIPHER TECHNIQUES

Current ciphers usually use a mixture of substitution with
transposition and some other complex transformations to create
a cipher text from a plain text. In our paper we stressed the
need to propose a new combination method, Vigenére cipher
with Affine cipher, because the cipher based on simple
Vigeneére method is not safe. An Affine chip is a mixture of the
additive chip with the multiplicative chip. Additive chips,
multiplicative chips and Affine chips are monoalphabetic
cipher techniques.

A. Additive Cipher

Additive cipher is one method of deriving a permutation of
the letters of the alphabet. In it, every letter in the alphabet is
cyclically shifted by the same amount and the relative order of
the letters is kept the same [3]. The number of position
the letter has been shifted is called the key. For example if we
use a key value of 5, ‘a’ is shifted 5 positions right in the
alphabet to ‘F’, ‘b’ to ‘G’ and so on. The letter ‘u’ is shifted to
‘7’ and then we wrap around to the beginning of the alphabet.
The letter ‘v’ is mapped to ‘A’ and so on. (Here note:
lowercase is used for plain text and uppercase is used for cipher
text.) In other words, additive cipher can also be done by using
the position numbers of the letters of the alphabet. In this way,
the English letters ‘A’ to ‘Z’ are firstly mapped to be the
position numbers ‘0’ to ‘25°. For example, since plain text
letter (P) is ‘a’ and the key (K) is 5, the cipher text letter is
computed by modular arithmetic addition operation such as
C =P+ K(mod26). Then, C =0+ 5(mod26)=5. The position

number ‘5’ is mapped to the letter ‘F’. Thus the cipher text
letter is ‘F’. The complete cipher table is shown in Fig. 4.

albfc|dle|f |g|h [i[j [k{l |[m|nfo|p[q]|r [s [t |ul]v|w]x
FIGH|T|JIKILIMINJOIPIQI|R|S|T|U|VIWIX|Y|Z|A|B|C|DIE

<
N

Figure 4. Additive Cipher Table
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B.  Multiplicative Cipher

Multiplicative cipher is another method for generating a
permutation of the letters of the alphabet. In it, taking a key
value and each letter's position number is multiplied by 5 and
then the product is reduced by modulo 26 [3]. For example,
since plain text letter (P) is ‘h’ and the key (K) is 5, the cipher
text letter is computed by modular arithmetic multiplication
operation such as C=PxK(mod26) Then,

C =7x5=9(mod26) . The position number ‘9’ is mapped to

the letter ‘J°. Thus the cipher text letter is ‘J°. The complete
cipher table is shown in Fig. 5.

alblc|d|e|f|g|h|i|j k|l [m|nfop|q]|r [s|t |ulv|w
AFIK[P(U|Z|E|T|O|T|Y (DT IN|X|C|II{M[R|W|B|G|L[Q|V]|A

>
<
~N

Figure 5. Multiplicative Cipher Table

C. Affine Cipher

The Affine cipher is a monoalphabetic substitution cipher
variant, in which each element in an alphabet is mapped to its
numerical value; each element is converted into a code using a
simple mathematical transformation, and a code is converted
back to an element in an alphabet. The applied formula means
that each letter turns to one other, and back again. It means the
cipher is essentially a typical replacement chip that follows a
rule principal which letter goes to which. An Affine chip is
created by combining the additive chip with multiplicative
chip. It is a combination of both chips with a couple of keys.
The first key is used with the cipher multiplier, the second key
is used with the cipher additive [3]. The two keys are shared
secret keys for both the sender and the message receiver. Fig. 6
shows that the Affine chip is in fact two chips, applied one by
one, including only one complex operation for the encryption
or decryption such as C=((Pxk))+k,)modn and

P=((C—k2)xk171)modn . ‘T’ is used as a temporary result

and indicates two separate operations: multiplication and
addition for encryption; subtraction and division for
decryption. As a result of a combination of ciphers, Affine
chip has reverse transformations in each process, encryption or
decryption. If addition is the last operation in encryption, then
subtraction should be the first in decryption. If multiplication is
the first operation in encryption, then division should be the
last in decryption. According to modular arithmetic concept,
division operation can be transformed to multiplication using
its corresponding modular multiplicative inverse operation.

1) Algebraic Description
In the Affine cipher the letters of an alphabet of sizen are
first mapped to the whole numbers in the range:0,...,n—1. It
then uses modular arithmetic to transform the whole number
that each plaintext letter corresponds to into another whole
number that corresponds to a cipher text letter. The encryption
function for a single letter is defined as equation (4).

C=((Pxk;)+k,)mod n (4)

Where modulus 7 is the size of the alphabet and &, and k,are

the keys of the cipher. The value &, must be chosen such
that k, and n are coprime [7]. The decryption function is
defined as equation (5).

Plain Text (P) Plain Text (P)
Shared Secret Keys {
T=(Pxk)modn (ki | P=(T xk")modn
| |
C=(T+k)modn T=(C-k)modn
Encryption Decryption
Cipher Text (C)

Figure 6. Affine Cipher
P=((C—ky)xk, "ymod n (5)
Where kfl is  the modular  multiplicative  inverse
of kymodulo n i.e., it satisfies the equation (6).
1=k.k, " 'mod n (6)

The multiplicative inverse of k; only exists if k; and » are
coprime [7].

PlainTest | A [ N [T [ C | E P E R|S|O|N[P[O]|T

PsValuss | 0 | 13 [ 8 | 2 4 15 4 7|18 4 |3 |15(14]19
ky'sValues | 11 | 10 |10 | 10 [ 1 | 10| M [ 1 | 1| M |10 Q1| |n

TsValues | 0 [ 13 |10 [ 22 | 18 9 18 5116 4 | B39 |61
ky'sValues | 17 | 17 [ 17 | 17 [ 17 | 17 | 17 [ 17 | 17| 17 |17 (17|17 |1

CsValues | 17 | 4 [ 1 | 13 | 9 0 S lun | 7|40 1518
CipherText | R | E | B| N | J A J| W |H|P|E|A|]P]S

Figure 7. Encryption of Affine Cipher

For example the plain text is: “A NICE PERSON’S POT”.
If space and apostrophe characters are not considered, the plain
text is arranged as “ANICEPERSONSPOT”. The English
letters ‘A’ to ‘Z’ are taken to be the numbers ‘0’ to ‘25°. When
the plain text is enciphered withk, =11 and k, =17 as shown

in Fig. 7, the plain text is “REBNJAJWHPEAPS”. When the
cipher text is deciphered with k, =17 and k; =11 as shown

in Fig. 8, the plain text is “ANICEPERSONSPOT”. The
receiver of the message can define the plain text as ambiguous
meanings such as “A NICE PERSON SPOT”, “AN ICE
PERSON SPOT”, “AN ICE PERSONS POT” or “A NICE
PERSONS POT”.
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CipherText | R E B N J A J|W]|H P E A P N

CsValues | 17 | 4 1 B3] 0 9 || 7T |15 4 0 15|18

ky'sValues | 17 | 17 [ 17 | 17 | 17 | 17 | 17 [ 17 [ 17 | 17 | 17 | 17 [ 17 | 17

T’s Values 0 |13 |10 [ 22| 189 |18 (5 |16 19|13 9 19 1

ky'sValues | 11 | 11 [ 10 | 10 |10 | 10 |00 (10 (10|01 |un|n|fn

k""s Values | 19 | 19 | 19 [ 19 | 19 [ 19 | 19 [ 19 | 19 [ 19 | 19 [ 19 |19 |19

P’s Values 0|13 |8 2 4 [ 15| 4 17 (18| 1413|1514 |19

Plain Text AN 1 C E P E R N O|N|P|O T

Figure 8. Decryption of Affine Cipher

VI.  PROPOSED TECHNIQUE

Our proposed technique is that the original Vigenére cipher
is developed by combining Vigenere cipher with Affine cipher.
Our proposed technique is also considered as a complex
transformation technique from Affine cipher known as a
monoalphabetic cipher technique to polyalphabetic cipher
technique that is called Vigenere-Affine cipher which based on
the combination of Vigenére cipher with Affine cipher.

A. Encryption and Decryption

Our proposed technique uses two kinds of tables: addition
table and multiplication table. The modified tables are designed
by using English alphabet 26 characters and appending another
six essential characters such as space, comma, question mark,
apostrophe, and full stop to avoid ambiguous meanings and to
solve meaningful sentence. We must first design the modified
tables, addition table and multiplication table, using 31
characters of English alphabet. Thus, the size of these tables is
31x31. These tables are created by using character position
numbers of English alphabet and our implementation system of
finite field arithmetic operations [7]. Addition table shown in
Fig. 9 is used for encryption and decryption processes of
additive cipher. Multiplication table shown in Fig. 10 is used
for encryption and decryption processes of multiplicative
cipher. The encryption and decryption processes of Vigenére-
Affine cipher are two steps-transformation processes shown in
Fig. 11. A pair of key streams, the first key stream and the
second key stream, is used in each process, encryption or
decryption. In encryption process, the first key stream is used
with multiplicative ciphers at the first step transformation and
the second key stream is used with additive ciphers at the
second step. In decryption process, the second key stream is
used with additive ciphers at the first step transformation and
the first key stream is used with multiplicative ciphers at the
second step. For each transformation process the user should
chose a key stream by satisfying the condition that the length of
the key stream should be equal to the length of the plain text or
the cipher text.

For example the plain text is: “A NICE PERSON’S POT”.
The plain text consists of 19 characters including space and
apostrophe characters. The sender of the message chooses two
keys and repeats it until its length matches with the length of
the plain text, for example, the first key is “KING”, then the
first key stream will be: “KINGKINGKINGKINGKIN™. If the
second key is “TREE”, then the second key stream will be:

“TREETREETREETREETRE”. These two keys are shared
secret keys for both the sender and the receiver of the message.
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Figure 10. Multiplication Table

For the first step transformation of encryption process, the
first letter of the plain text is ‘A’ and it can be enciphered using
the alphabet in row ‘K’, which is the first letter of the first key
stream. At the first step using multiplicative cipher, the cipher
letter is the intersection of the row ‘K’ and column ‘A’ of the
multiplication table; here it is ‘A’. For the second step
transformation using additive cipher, the letter ‘A’ that got
from multiplicative cipher can be again enciphered using the
alphabet in row ‘T’, which is the first letter of the second key
stream. In additive cipher, the cipher letter is the intersection of
the row ‘T’ and column ‘A’ of the addition table; here it is ‘T".
The rest of the plain text will continue in these procedures. The
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cipher text for the chosen plaintext will be “TISVISBB?’V
ZVBFOFD”.

For the first step transformation of decryption process,
using addition table, in the row ‘T’ identified by the first letter
of the second key stream, the corresponding cipher letter ‘T’
appears in column ‘A’, which is the first letter got from the
additive cipher. For the second step transformation using
multiplication table, in the row ‘K’ identified by the first letter
of the first key stream, the corresponding letter ‘A’ got from
the additive cipher appears in the column ‘A’, which is the first
plaintext letter got from the multiplicative cipher. The rest of
the cipher text will continue in these procedures. The plain text
for the given cipher text will be “A NICE PERSON’S POT”. If
we did not consider space and apostrophe characters, the plain
text may be ambiguous meaning like “AN ICE PERSON
SPOT”.

B. Algebraic Description

In the Vigenére-Affine cipher the letters of an alphabet of
size n are first mapped to the integers in the range: O,...,n—1.
The English letters ‘A’ to ‘Z’ are taken to be the numbers ‘0’ to
25’ and then map space character to 26, comma to ‘27,
question mark to ‘28’, apostrophe to ‘29’ and full stop to ‘30°.
It includes a total of 31 characters. It then uses modular
arithmetic to transform the integer that each plaintext letter
corresponds to into another integer that corresponds to a cipher
text letter. The encryption function for a single letter is defined
as equation (7). The algebraic computing for encryption
process of the Vigenére-Affine cipher is demonstrated in Fig.
12.

C; =((£ % fk;)+ sk;)mod n (7N
Where P=AR,P,.,P, is denoted as the plain text,
c=¢C,C,,..,C, is denoted as the cipher text,

FK =[(fky, fky,es fl), (flys flsenes fKpy )senes fK,, 118 denoted as
the first key stream,
SK =[(sk,,sk;,...,sk,,),(sk,sky,...,5k,,),...,sk,] is denoted as
the second key stream and the modulus 7 is the size of the
alphabets. The decryption function is defined as equation (8).
The algebraic computing for decryption process of the
Vigenére-Affine cipher is demonstrated in Fig. 13.

P, =((C; —sk;)x fk;” Ymod n (8)

Where j’ki_1 is the modular

inverse of fk; modulon .i.e., it satisfies the equation (9).

multiplicative

1= fk, % fk;”" mod n )

The modulus 7 should be prime such that every letter of an
alphabet of size n possesses the corresponding modular
multiplicative inverse i.e. the size of the alphabets should be
prime.

Plain Text (P) Plain Text (P)
Y by
& Shared Secret Keys N
o =L
4
T=(P,xfix)modn »| Pi=(T xfis") modn
i, o, T T, . flo s
Ci= (T+sk) modn E3 T=(G:-sk) modn
ski) sky, ., sko sk, ko, sky (G-sk)
o | 0
Encryption Q Y i
0 " Decryption
4 ! %
Cipher Text (C)
Figure 11. Vigeneére-Affine Cipher
Plain A N |I C |E P |E |[R|S |O|N s P o |T
Text
P's 0| 26|13 8 2| 4|26|15 4(17|18|14| 13| 29| 18| 26| 15|14 19
Values
Key
FK) K |I N |G |[K|I N |G |[K|I N |G |K |I N |G |[K |I N
FK's 10 8|13 6|10| 8|13| 6|10 8|13 6|10 8|13 6| 10| 8| 13
Values
I's 0 |22|14 |17 |20 (1 28 |28 |9 12 |17 (22 |6 15 |17 |1 26|19 |30
Values
Key
(SK) T |R |E |E |T |[R |E |E |T |[R |E |E |T |R |E |E |T R |E
SK’s
Values 19| 17 4 411917 4 411917 4 4119|117 4 4| 19|17 4
S‘: 19 8|18| 21 8|18 1 1|/26|29|21|26|25 1|21 5| 14| 5 3
lues
?Ph“ T |1 [s|v|t |s|B|B]|° v z |B|v|F |o|F D
ext
Figure 12. Algebraic Computing of Encryption Process
Cipher
Text T I s v |1 s B |B 2 v F 4 B |V |F (e} F D
C's 19 8| 18] 21 8| 18 1 1]26|29|21|26|25 1|21 5 14 5 3
Values
Key
(SK) T R |E E T R |E E T R |E E T R |E E T R |E
SK's 19| 17 4 4| 19|17 4 411917 4 4| 19| 17 4 4 19] 17 4
Values
I's o 22 |14 |17 |20 |1 28 |28 |7 12 |17 |22 |6 15 (17 |1 26 |19 |30
Values
Key
(FK) K |I N |G K |I N |G |K |I N |G [K |I N |G | K I ~N
FK's 10| 8| 13| 6| 10| 8[13]| 6| 10| 8| 13| 6| 10| 8| 13| 6| 10| 8|13
Values
Inverse
(FK) 28 4| 12| 26| 28 4| 12|26 28 4|12| 26| 28 4| 12| 26| 28 4|12
Ps 0|26 13 8 2 4| 26| 15 4|17 18| 14| 13| 29| 18| 26 15| 14| 19
Values
Plain B
Text A N |I C |E P |E |[R |S |O |N S P o |T

Figure 13. Algebraic Computing of Decryption Process

VII. MYANMAR POLYALPHABETIC CIPHER

Our proposed technique can also be extended by any
language. In this section, our proposed technique is extended
by Myanmar language for the increase of data security for
Myanmar language. This cipher technique transforms the plain
text message in Myanmar alphabet characters into the cipher
text in Myanmar alphabet characters using the key in Myanmar
alphabet characters.
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A. Encryption and Decryption

Myanmar Unicode Character Map includes 160 characters
[13]. To extend our proposed technique by Myanmar language
we must first really design the modified tables, addition table
and multiplication table, using 160 characters of Myanmar
alphabet. Thus, the size of these tables is 160x160. But, these
tables’ designs are too large to fit the size of the paper. Thus,
the modified tables are designed, for example, by the limitation
of the characters of Myanmar alphabet, based on characters
that include in the message and the keys. The following
example includes a total of 17 different characters of Myanmar
alphabet as shown in Fig. 14. Thus, the size of these tables is
17x17. The additive table with Myanmar alphabet characters is
shown in Fig. 15 and the multiplication table with them is
shown in Fig. 16. These tables are created by using character
position numbers of Myanmar alphabet and our
implementation system of finite field arithmetic operations [7]
and used for encryption and decryption processes like
Vigenére-Affine cipher.

For example,
The plain text: o$:mcm:qp: g{:gcfcqaoop_g'

The firstkey: pocg
The second key: eomnS:ond

The plain text consists of 25 characters. The sender of the
message chooses two keys and repeats it until its length
matches with the length of the plain text. These two keys are
shared secret keys for both the sender and the receiver of the
message. The Fig. 17 shows the encipherment and the
decipherment of the Myanmar polyalphabetic cipher using the
Myanmar addition table and Myanmar multiplication table. In
the figure the symbol ‘P’ is denoted as plain text, ‘C’ as cipher
text, ‘K’ as keys and ‘T’ as temporary storage.

For the first step transformation of encryption process, the
first letter of the plain text can be enciphered using the alphabet
in the row which is the first letter of the first key stream. At the
first step using multiplicative cipher, the cipher letter is the
intersection of the row and the column of the Myanmar
multiplication table. For the second step transformation using
additive cipher, the letter that got from multiplicative cipher
can be again enciphered using the alphabet in the row which is
the first letter of the second key stream. In additive cipher, the
cipher letter is the intersection of the row and the column of the
Myanmar addition table. The rest of the plain text will continue
in these procedures.

For the first step transformation of decryption process,
using Myanmar addition table, in the row identified by the first
letter of the second key stream, the corresponding cipher letter
appears in the column which is the first letter got from the
additive cipher. For the second step transformation using
Myanmar multiplication table, in the row identified by the first
letter of the first key stream, the corresponding letter got from
the additive cipher appears in the column which is the first
plaintext letter got from the multiplicative cipher. The rest of
the cipher text will continue in these procedures.

Encryption

c[Blc

QA= R

&

9o [5[8p

C e oo |e:z[o0 |
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Figure 14. Encipherment and Decipherment Using Myanmar Tables
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Figure 15. Character Map
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Figure 16. Myanmar Addition Table
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Figure 17. Myanmar Multiplication Table

The followings show the algebraic computing of Myanmar
polyalphabetic cipher. It uses the equation (7) for the
encryption process shown in Fig. 18 and the equations (8) and
(9) for the decryption process shown in Fig. 19, using the
algebraic computing that is described in the section (6.2).
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Figure 18. Algebraic Computing for Myanmar Encryption Process
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Figure 19. Algebraic Computing for Myanmar Decryption Process

VIIL

The Vigenere cipher sees it as the simplest and weakest
technique, making it easy for intruders or attackers to detect it.
To overcome the weaknesses of the Vigenere cipher, we
propose the Vigeneére-Affine cipher that is a new
polyalphabetic cipher with diffusion and confusion properties
based on the complex cipher concept used to combine
Vigenére cipher with Affine cipher. Since our proposed
encryption technique is a complex process of transformation
using two modified tables with a pair of key streams, it has
high level diffusion and confusion properties. It hides the
correlation between the cipher text and the plain text, and
makes the cryptanalysis more difficult. On the other hand, the
modified tables of the proposed technique are designed for the
message recipient not to be ambiguous in a sentence. In
addition, the idea of introducing the more characters in
modified tables can be added so that the cryptanalysis process
is more complex. Our proposed technique can also be extended

CONCLUSION

by any language and it has now been done by using characters
of Myanmar alphabet. Myanmar polyalphabetic cipher can also
be extended for military purpose and e-government system of
Myanmar.

REFERENCES

[1] A. Shah, “Enhancing Security of Vigenere Cipher using modified
RC4”, International Journal of Computer Applications, vol. 136, no 5,
pp 38-41, Feb. 2016.

[2] A. Subandi, R. Mieyanti, C. L. M. Sandy, R. W. Sembiring, “Three-Pass
Protocol Implementation in Vigenere Cipher Classic Cryptography
Algorithm with Keystream Generator Modification”, Advances in

Science, Technology and Engineering Systems Journal vol. 2, no. 5,
ppl-5,2017.

[3] B. A. Forouzan, “Traditional Symmetric-Key Ciphers”, in
“Cryptography and Network Security”, International Edition, Singapore,
McGraw-Hill press, 2008, pp 55-90.

[4] Dorothy E. Denning, “Encryption Algorithms®, in Cryptography and
Data Security”, Addison Wesley Publishing Company Inc., U.S.A,,
1982, pp 59-125.

[5] F.M.S. Ali, F. H. Sarhan, “Enhancing Security of Vigenere Cipher by
Stream Cipher®, International Journal of Computer Applications, vol.
100, no. 1, pp 1-4, Aug. 2014.

[6] M. Khalid, N. Wadhwa, V. Malhotra, “Alpha-Qwerty Cipher”,
International Journal of Advanced Compting, vol. 3, no 3, pp 107-118,
May 2012.

[77 N. N. Hla, T. M. Aung. “Implementation of Finite Field Arithmetic
Operations for Large Prime and Binary Fields using java Biglnteger
class”, International Journal of Engineering Research and Technology
(JERT), Volume 6, Issue 08, pp 450-453, August — 2017, DOLI:
10.17577/DERTV61S080209.

[8] N. Sinha, K. Bhamidipati, “Improving Security of Vigenére cipher by
Double Columnar Transposition “,International Journal of Computer
Applications, vol. 100, no. 14, pp 6-10, Aug. 2014.

[9] O. E. Omolara, A. L. Oludare, S. E. Abdulahi, “Developing a Modified
Hybrid Caesar Cipher and Vigenere Cipher for Secure Data
Communication”, International Journal of Computer Engineering and
Intelligent Systems, vol 5, no 5, pp 34-46, 2014.

[10] Q. A. Kester, “A cryptosystem based on Vigenére cipher with varying
key”, International Journal of Advanced Research in Computer
Engineering & Technology, vol. 1, no 10, pp 108-113, Dec. 2012.

[11] Q. A. Kester, “A Hybrid Cryptosystem based on Vigenére cipher and
Columnar Transposition Cipher”, International Journal of Advanced
Technology and Engineering Research, vol. 3, no. 1, pp 141-147, Jan.
2013.

[12] S. K. Mandal, A. R. Deepti, “A Cryptosystem Based On Vigenere
Cipher By Using Mulitlevel Encryption Scheme”, International Journal
of Computer Science and Information Technologies, vol. 7, no. 4, pp
2096-2099, 2016.

[13] https:/unicode.org/charts/PDF/U1000.pdf




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /blex
    /blsy
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /Cmb10
    /CMB10
    /Cmbsy10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /Cmbx10
    /CMBX10
    /Cmbx12
    /CMBX12
    /Cmbx5
    /CMBX5
    /Cmbx6
    /CMBX6
    /Cmbx7
    /CMBX7
    /Cmbx8
    /CMBX8
    /Cmbx9
    /CMBX9
    /Cmbxsl10
    /CMBXSL10
    /Cmbxti10
    /CMBXTI10
    /Cmcsc10
    /CMCSC10
    /Cmcsc8
    /CMCSC8
    /Cmcsc9
    /CMCSC9
    /Cmdunh10
    /CMDUNH10
    /Cmex10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /Cmff10
    /CMFF10
    /Cmfi10
    /CMFI10
    /Cmfib8
    /CMFIB8
    /Cminch
    /CMINCH
    /Cmitt10
    /CMITT10
    /Cmmi10
    /CMMI10
    /Cmmi12
    /CMMI12
    /Cmmi5
    /CMMI5
    /Cmmi6
    /CMMI6
    /Cmmi7
    /CMMI7
    /Cmmi8
    /CMMI8
    /Cmmi9
    /CMMI9
    /Cmmib10
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /Cmr10
    /CMR10
    /Cmr12
    /CMR12
    /Cmr17
    /CMR17
    /Cmr5
    /CMR5
    /Cmr6
    /CMR6
    /Cmr7
    /CMR7
    /Cmr8
    /CMR8
    /Cmr9
    /CMR9
    /Cmsl10
    /CMSL10
    /Cmsl12
    /CMSL12
    /Cmsl8
    /CMSL8
    /Cmsl9
    /CMSL9
    /Cmsltt10
    /CMSLTT10
    /Cmss10
    /CMSS10
    /Cmss12
    /CMSS12
    /Cmss17
    /CMSS17
    /Cmss8
    /CMSS8
    /Cmss9
    /CMSS9
    /Cmssbx10
    /CMSSBX10
    /Cmssdc10
    /CMSSDC10
    /Cmssi10
    /CMSSI10
    /Cmssi12
    /CMSSI12
    /Cmssi17
    /CMSSI17
    /Cmssi8
    /CMSSI8
    /Cmssi9
    /CMSSI9
    /Cmssq8
    /CMSSQ8
    /Cmssqi8
    /CMSSQI8
    /Cmsy10
    /CMSY10
    /Cmsy5
    /CMSY5
    /Cmsy6
    /CMSY6
    /Cmsy7
    /CMSY7
    /Cmsy8
    /CMSY8
    /Cmsy9
    /CMSY9
    /Cmtcsc10
    /CMTCSC10
    /Cmtex10
    /CMTEX10
    /Cmtex8
    /CMTEX8
    /Cmtex9
    /CMTEX9
    /Cmti10
    /CMTI10
    /Cmti12
    /CMTI12
    /Cmti7
    /CMTI7
    /Cmti8
    /CMTI8
    /Cmti9
    /CMTI9
    /Cmtt10
    /CMTT10
    /Cmtt12
    /CMTT12
    /Cmtt8
    /CMTT8
    /Cmtt9
    /CMTT9
    /Cmu10
    /CMU10
    /Cmvtt10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Dcb10
    /Dcbx10
    /Dcbxsl10
    /Dcbxti10
    /Dccsc10
    /Dcitt10
    /Dcr10
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /DoulosSIL
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KristenITC-Regular
    /KrutiDev040Bold
    /KrutiDev040BoldItalic
    /KrutiDev040Condensed
    /KrutiDev040Italic
    /KrutiDev040Thin
    /KrutiDev040Wide
    /KrutiDev060
    /KrutiDev060Bold
    /KrutiDev060BoldItalic
    /KrutiDev060Condensed
    /KrutiDev060Italic
    /KrutiDev060Thin
    /KrutiDev060Wide
    /KrutiDev070
    /KrutiDev070Condensed
    /KrutiDev070Italic
    /KrutiDev070Thin
    /KrutiDev070Wide
    /KrutiDev080
    /KrutiDev080Condensed
    /KrutiDev080Italic
    /KrutiDev080Wide
    /KrutiDev090
    /KrutiDev090Bold
    /KrutiDev090BoldItalic
    /KrutiDev090Condensed
    /KrutiDev090Italic
    /KrutiDev090Thin
    /KrutiDev090Wide
    /KrutiDev100
    /KrutiDev100Bold
    /KrutiDev100BoldItalic
    /KrutiDev100Condensed
    /KrutiDev100Italic
    /KrutiDev100Thin
    /KrutiDev100Wide
    /KrutiDev120
    /KrutiDev120Condensed
    /KrutiDev120Thin
    /KrutiDev120Wide
    /KrutiDev130
    /KrutiDev130Condensed
    /KrutiDev130Thin
    /KrutiDev130Wide
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MTExtraTiger
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SILDoulosIPA
    /SimHei
    /SimSun
    /SimSun-PUA
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /SymbolTiger
    /SymbolTigerExpert
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Tiger
    /TigerExpert
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata pogodnih za pouzdani prikaz i ispis poslovnih dokumenata koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


